Data Protection Impact Assessment

The General Data Protection Regulations require a Data Protection Impact Assessment for
certain projects that have a significant impact on the rights of data subjects.

Should you require additional guidance in completing this assessment, please refer to the
Data Protection Officer via dp@westberks.gov.uk

Directorate: Children's Services
Service: TBC

Team: TBC

Lead Officer: TBC

Title of Project/System: Youth Council
Date of Assessment: 10 October 2025
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Data Protection Impact Assessment

Do you need to do a Data Protection Impact Assessment (DPIA)?

Yes

No

Will you be processing SENSITIVE or “special category” personal
data?

Note — sensitive personal data is described as “data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric
data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation”

Will you be processing data on a large scale?

Note — Large scale might apply to the number of individuals affected OR the volume of data you are
processing OR both

Will your project or system have a “social media” dimension?

Note — will it have an interactive element which allows users to communicate directly with one another?

Will any decisions be automated?

Note — does your system or process involve circumstances where an individual’s input is “scored” or
assessed without intervention/review/checking by a human being? Will there be any “profiling” of data
subjects?

Will your project/system involve CCTV or monitoring of an area
accessible to the public?

Will you be using the data you collect to match or cross-reference
against another existing set of data?

Will you be using any novel, or technologically advanced systems
or processes?

Note — this could include biometrics, “internet of things” connectivity or anything that is currently not widely
utilized

If you answer “Yes” to any of the above, you will probably need to perform a DPIA.
If you are unsure, please consult with the Data Protection Officer before proceeding.
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Impact Assessment

What is it you’re planning to do?

Explain the problem, need, issue or deficiency your project will address, and what
kind of data processing it will involve. You may wish to include project plans or
flowcharts.

Consider:
e What do you want to achieve?
e What is the intended effect on individuals?

e What are the benefits of the processing for your service, and the organisation
more broadly?

It is proposed to set up a Youth Council to ensure the voices of young people are heard,
and they are able to express their opinions and ideas about issues that are important to
them and to influence decision makers.

It is proposed that there should be up to 30 places on the West Berkshire Youth Council,
with 24 elected places and 6 co-opted places. The co-opted places would be for young
people from under-represented groups (e.g., those with protected characteristics, students
not in mainstream education, young carers, or those involved with Family Help Teams).

This would ensure that the widest possible range of views are represented.

Young people can stand for election if they are aged between 11 and 17 years on the day
of the election (or between 11 and 24 years for those with learning disabilities). This
ensures a wide range of views and life experiences are represented.

This would require processing of sensitive data in order to identify people with these
characteristics.

Describe the nature of the processing.
Consider:
e How will you collect, use, store and delete data?
e What is the source of the data?
e Will you be sharing data with anyone?
e What types of processing identified as likely high risk are involved?

You might find it useful to refer to a flow diagram or another way of describing data
flows.

Data on protected characteristics would be collected via the nomination forms.

This data would only be used to inform the selection process for members of the Youth
Council and would not be shared with any third parties.

No high-risk data processing is proposed.
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Describe the scope of the processing.
Consider:

o What is the nature of the data, and does it include sensitive “special
category” or criminal offence data?

¢ How much data will you be collecting and using? How often? How long will
you keep it? Have you reviewed/arranged an entry in the corporate records
retention schedule?

e How many individuals are affected?

The data would include certain protected characteristics of the nominee, such as race/
ethnicity and sexual orientation in order to inform the selection of co-opted members of the
Youth Forum and ensure representation from traditionally under-represented groups.

Data will only be collected and processed as part of the nomination process and will be
retained as long as necessary, in accordance with the Council’s Record Retention and
Disposal Schedule.

Individuals would not be affected by the processing other than to inform the selection of
co-opted members. Sensitive data will not be shared with other members of the Youth
Council.

Describe the context of the processing.
Consider:
e How much control will people have over their data?
e Would they expect you to use their data in this way?
e Do they include children or other vulnerable groups?
e Arethere prior concerns over this type of processing or security flaws?
e Is it novel in any way?
e What is the current state of technology in this area?
e Arethere any current issues of public concern that you should factor in?

e Areyou signed up to any approved code of conduct or certification scheme
(once any have been approved)?

As part of the nomination process, it would be made clear how the data would be used.

The questions asked are standard for this type of usage, so it is not anticipated that there
would be any public concerns, and there are no novel methods of processing that are
proposed.

There are no concerns about this type of processing or any security flaws that are
anticipated.
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Do you intend to consult with affected stakeholders? If not why not?
Consider/explain:

e When and how you will seek individuals’ views — or justify why it’s not
appropriate to do so.

e Who else do you need to involve within your organisation? Do you need to
ask your processors to assist? Do you plan to consult information security
experts, or any other experts?

It is not anticipated that any consultation with affected stakeholders will be necessary.

Describe compliance and proportionality measures.
Consider:

e What is your lawful basis for processing? Does the processing actually
achieve your purpose? Is there another way to achieve the same outcome?

e How will you prevent function creep (using the data for more than the original
purpose)?

e What information will you give individuals? How will you help to support their
rights? What measures do you take to ensure processors comply? How do
you safeguard any international transfers?

Lawful basis would be:

a) the data subject has given consent to the processing of his or her personal data for
one or more specific purposes;

e) processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller.

Data would only be used for the purposes of appointing co-opted members and ensuring
representation of under-represented groups on the Youth Forum.

A privacy notice would be prepared to state how the data would be used and by whom.
All WBC staff have mandatory GDPR training with regular refresher courses.

There are no circumstances foreseen in which international transfers of data could take
place.
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Risk Assessment

Identify, list and classify risks.

# | Include associated compliance and
corporate risks as necessary
The Data Protection Principles are g;kﬁgmod Sfe \rllzrrlrtny rc?;/lf rall
reproduced in Appendix A — you may wish
to refer to these when identifying risks
1 | Human error Possible Significant | Medium
2 | Unauthorised access / data breach Remote Significant | Low
3 | Data misuse Remote Significant | Low
4 | Data quality issues Possible Minimal Low
5 | Technical failure Remote Minimal Low
Risk Mitigation
Risk Options to reduce or Effect on
#'S eliminate risk (Possible or Probable Risks only) risk
Double checking records have been entered and stored correctly Reduced
1 and ensure that all staff have completed GDPR training.
2 Password protect the file and ensure that the Council IT systems
: . Reduced
have adequate security measures in place.
3 Password protect the file, ensure that all staff have completed
e Reduced
GDPR training.
4 Double checking records have been entered and stored correctly Reduced
and ensure that all staff have completed GDPR training.
5 Ensure that the Council IT systems have appropriate back-up Reduced
arrangements.
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Approvals

This assessment must be approved before the project proceeds to implementation stage.

Signed Date

Data Protection Officer

DPO advice/actions:

Head of Service

Signature by Head of Service
indicates acceptance of DPO
advice unless expressly
overruled with reasons

This DPIA and completion of
actions arising from it will be
the responsibility of (insert
name of responsible officer in
service)

Once approved, this document should be sent to dp@westberks.gov.uk

END
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Appendix A

The Data Protection Principles (from the General Data Protection Regulations)

1. Personal data shall be:

1. processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);

2. collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’);

3. adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);

4, accurate and, where necessary, kept up to date; every reasonable step must be taken
to ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’);

5. kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data may be
stored for longer periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes in accordance with Article 89(1) subject to implementation of the appropriate
technical and organisational measures required by this Regulation in order to safeguard the
rights and freedoms of the data subject (‘storage limitation’);

6. processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality’).



https://gdpr-info.eu/art-89-gdpr/
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